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1
Decision/action requested

SA3 is kindly asked to appove the testcase below to be included in TS 33.517.
2
References

 [1]
3GPP TS 33.517 5G Security Assurance Specification (SCAS) for the Security Edge Protection Proxy (SEPP) network product class
3
Rationale

In addition to the preconfigured protection policies, SEPPs may exchange another set of policies during N32-c connection establishment. This dynamically exchanged ruleset is to be used only for the purpose of detecting possible misconfigurations, i.e. they may be compared for equality with the preconfigured ones. They shall however, not replace or override other policies for protection of N32-f messages. This is validated by the testcase for TS 33.517 [1] below.
4
Detailed proposal

4.2.2.x 
Precendence of preconfigured protection policies
Requirement Name: Precendence of preconfigured protection policies
Requirement Reference: TBA 

Requirement Description: 
“It is assumed that operators agree both data-type encryption and modification policy in advance, for example as part of their bilateral roaming agreement. The protection policies exchanged via N32-c during the initial connection establishment only serve the purpose of detecting possible misconfigurations.”

as specified in TS 33.501, clause 13.2.3.6
Threat References: TBA

Security Objective References: TBA

Test Case: 

Purpose:

Verify that the dynamically exchanged protection policies are only used to detect potential discrepancies to the preconfigured ones. Only preconfigured protection policies may be used to enforce security on subsequent N32-f messages.
Pre-Conditions:

-
System documentation of the SEPP under test, which details how raw public keys/certificates of peer SEPPs and protection policies are to be configured and how internal log files can be accessed.

-
Test environment with a secondary SEPP instance for N32 communication with the SEPP under test, which allows for the creation of custom N32-c messages. This secondary SEPP may be simulated. 

-
Both SEPPs are preconfigured with the raw public key/certficate of their communication peer to be able to establish a N32-c TLS connection.
-
Two different sets of protection policies, each comprised of data-type encryption policy and modification policy.
Execution Steps

1.
The SEPP under test is to be configured with one of the protection policy sets (PSET_A), to be used when communicating with the secondary SEPP instance.
2.
Both SEPPs establish a mutual N32-c connection. As part of the initial parameter exchange, the secondary SEPP provides the SEPP under test an alternative protection policy set (PSET_B).
3. 
Based on the log files of the SEPP under test, the tester validates how the dynamically exchanged protection policy set is handled.
4.
After successful connection setup, the tester sends N32-f messages from the SEPP under test towards the secondary SEPP instance. These messages must include information elements whose protection requirements diverge in the preconfigured protection policies (e.g. IE1 is marked for encryption in PSETA, but not so in PSET_B). 
5. 
The tester analyzes the reformatted N32-f messages of step 4 after Application Layer Security (ALS) has been applied by the SEPP under test.
Expected Results:

-
The SEPP under test identifies discrepancies between the dynamically exchanged and preconfigured protection policy sets and raises an appropriate error (step 3).
-
The SEPP under test applies ALS protection according to the preconfigured protection policies (step 5).
